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Dear Parents /Ca rers, HARD WORK | TRUST | FAIRNESS

Tuesday 11th February was Safer Internet Day and as part of our

PHSE programme staff will be talking to the students about ways to stay safe
online e.g. not to share personal information, speak to online strangers or post
inappropriate text or images. However, we do have growing concerns about
some of the apps our younger students tell us they access at home, many of
which are not age-appropriate.

The attached fact sheet about the video app TikTok has been shared with us and
| thought parents and carers would find the information it contains useful, as |
know many of our students tell us they play on this game outside of school.
Students will often mimic or try to re-create ‘fads’ they have seen online some of
which can be dangerous.

Please support us in our continued vigilance about managing the e-safety of our
students, including their use of the Internet. Tanfield School's network has a very
effective firewall in place, which ensures no student can inadvertently access
inappropriate material. Any breach of this is immediately reported and dealt
with. The school’s e-safety policy is posted on the website. However, we have no
jurisdiction over student’'s home usage and rely on your support with this to
maintain parental controls and remain aware of the age-restrictions on certain

apps.

| hope you find this information helpful.

Yours sincerely,

Mr C Jones
Deputy Headteacher

TANFIELD SCHOOL
HEADTEACHER Steven Clough ssc (Hons) NPQH

Tanfield Lea Road, Stanley, County Durham, DH9 8AY P )
) enquiries@tanfieldschool.co.uk €9 @TanfieldSchool ) @TanfieldSchool

@ 01207232881 www.tanfieldschool.co.uk
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Child safety on TikTok: parent factsheet

TikTok is a video-sharing app. Users can upload and share short videos of themselves lip-syncing to scngs
or acting ocut comedy sketches, and add special effects. They can gain followers (fans”) and browse other
people’s videcs.

You may have heard of the app by its previous name: Musical ly. Everything that was on Musical.ly is now
on TikTok. If your child previcusly had a Musically account they will be able to access their content on
Tik Tk

The age recommendation is 13 and abowe. However, you don't have to prove your age when creating an
account, so younger children can still use it easily. It's most popular with under-16s.

TikTck is free to download on Android and iOS% devices (Apple phones and tablets). It carries ads and
offers in-app purchases. It has about 150 million active users worldwide and is available in owver 20
languages.

What are the concerns?

Cn the surface, nothing. TikTok has a reputation for being unusually free of trolling and danger.

But you may have seen news reports or heard concerns about some users harassing children for nude
images and videos.

What should | look out for?
User profiles which talk about “trading’ or swapping pictures/videos
Use of amojis that are commenly considered to be sexually suggestive (such as the aubergine)

Hashtags, such as #tradefortrade, which clearly suggest the user is looking to trade illicit content

The Iyrical content of some songs - parents have raised concerns that it's not always
age-appropriate

Users cannot exchange images and videos via in-app messaging, but once they've made contact they
move on to another platform to trade, such as Snapchat.

TikTok has taken steps to remove users who it suspects are soliciting underage users. However, thare
are still many suggestive profiles and TikTok has committed to almost doubling the number of content
moderators it employs to 10,000 to address this.

What safety options are available to parents?

Control who can view your child's videos

Set your child’s account to “private’ so that your child can control who sees their videos or keep them
completely private. Your child will be able to approve or deny people as ‘fans’, and will only be able to
accept messages from followers.

Instructions for this are here:

http=support tiktok com,/knowledge-base,setting-up-a-private-account

Remember:

+  Accounts are set to "public’ by default. Public profiles can be viewed by anyone

+ Ewven with a private account, your child's profile information can be seen by all users. Make sure your
child doesn't reveal personal information on their public profile
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Restrict how your child uses the app
se TikTok's digital wellbeing feature to control the time your child spends on the app and limit the
appearance of content that may not be appropriate:

Digital wellbeing, TikTok
http: fsupport tiktok com/knowledge-basze/digital-wellbeing

Most devices also allow you to set time limits on game play, set age limits for content, and restrict in-app
purchases. Check the user instructions for your child’s device.

Make sure your child knows how to report inappropriate behaviour

Your child can use the app to report content that makes them feel uncomfortable, including accounts,
videos, comments and chats. You can too. Instructions for this are here:

Report inappropriate content, TikTolk
http:#support tiktok com/knowledge-base/report-inappropriate-contant

You or your child can also block ‘fans’ at any timea:

Dolote fans TikTolk
httpfsupport tiktok.com/knowledge-base/delate-fans

What else can | do?
Further tips

* Read more about privacy and safety on TikTok at httpsupport tiktok com/article-categories/
privacy-safety
Cownload and use the app to help yvou understand it
Talk to your child about what they're doing online, and make sure they know they can talk to you
about anything that upsets them
Check your bank statements regularly for in-app purchases you're not happy with, and to make sure
your child isn't getting arcund any passwords you've set up

More sources of support

+  Mon-profit crganisation Internet Matters has put together £ top fips to manage children's screen
time: https: Awwwinternetrmatters org/hub/guidance/5-top-tips-to-manage-childrens -screentime,’

The Mational Scociety for the Prevention of Cruelty to Children (NSPCC) has advice and resources for
parents on online safety: https:4www nepoc.org uk/preventing-abuse/kesping-children-safe/online-
safety

The M5PCC has also teamed up with O2 to offer advice to parents on setting up parental controls,
privacy settings, etc. Call the free helpline on G808 800 5002, or book an appointment with an "C2
Gury' in an 02 store: https#fguru secure force com/020eskStoreacator

Sources for this factsheet

httpsfﬁ.r.wwmternetmatters org,-"hul::,-"esafety news/ tik-tok-app-safety-what-parents-need-to-know/
TikTok, the app super popular with kids, has a nudes problem, Motherboard, & December 2018
https:Amotherboardvice.com/en_us/article/jSzbmxtiktolk-the-app-super-popular-with-kids-has-a-
nudes-proolem

TikTok for parents, TikTok

http:#support tiktok. com/knowledge-base/for-parents

This factsheet was produced by Safequarding Training Centre from The Key: www thekeysupport.com/
safeguarding
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